Abstract: In this paper, a novel method is proposed to optically verify the decoded images via single-shot imaging without reference wave using a binary intensity pattern. Optical imaging without reference wave is applied based on double random phase encoding (DRPE), and the recorded intensity pattern is further compressed, which contains only two quantization levels (i.e., 0 and 1). During the decoding, an iterative phase retrieval algorithm is developed and applied. It is demonstrated that decoded images do not visually render the input information due to the designed optical encoding strategy using only one binary intensity pattern, and optical verification is further conducted to effectively verify the decoded images. An additional security layer is established for the developed optical system, since optical verification is conducted based on optical encoding systems without direct observation of input information from the decoded images. It is the first to report the use of only one 1-bit intensity pattern in the DRPE system based on single-shot imaging without reference wave for secured verification via optical correlation.
Introduction
Since double random phase encoding (DRPE) [1] was proposed by Refregier and Javidi, optical encoding [2] - [5] has attracted much attention due to its marked advantages, such as parallel processing and multiple dimensions. In DRPE system, the input image can be converted into stationary white noise by using two statistically independent random phase-only masks, respectively, placed in the input plane and spatial frequency plane [1] - [5] . Random phase-only mask in the input plane makes the signal white but nonstationary, and random phase-only mask in the spatial frequency plane maintains the whiteness but makes it stationary with signal encryption [1] - [3] , [5] . Various infrastructures and algorithms [6] - [19] , such as nonlinear [13] , [14] , have been developed to enrich optical encoding field. It has also been demonstrated that the input data can be encoded in various transform domains, such as Fresnel [6] , [7] and fractional Fourier [8] .
It has been found that DRPE system may be attacked [20] due to its linear characteristic. Some approaches have been developed to mitigate the possible weakness of conventional DRPE system. Scrambling algorithms [21] , [22] are applied to the optical security system for the enhancement of system security; however, the additional algorithms might prevent convenient implementations of fully optical encoding. Frauel et al., [23] have proposed several methods for DRPE system against the attacks, and it has been illustrated that updating keys is one effective approach to enhance system security. Kumar et al., [24] applied the randomized lens-phase functions against impulse attack. Recently, optical information authentication based on DRPE using photon counting [25] has been developed to enhance system security. However, wavefront larger than 1 bit in the detector plane is still requested, and the sparse phase in the detector plane should be extracted for the decoding. In addition, relatively complex setup, such as polarization or interference, is usually applied to extract sparse wavefront (including amplitude and phase) in the detector plane.
In this paper, a novel method is proposed for optically verifying the decoded images based on single-shot imaging using binary intensity pattern. During optical encoding, imaging without reference wave is applied based on DRPE infrastructure and the recorded intensity pattern is further compressed which contains only two quantization levels, i.e., 0 and 1. During the decoding, iterative phase retrieval algorithm is developed and applied to extract the decoded images. It will be illustrated that the decoded images do not visually render the input information due to the designed optical encoding strategy using a binary intensity pattern, and nonlinear correlation algorithm [25] - [27] can be applied as an effective approach to optically verify the decoded images. Fig. 1 shows a schematic setup for the proposed optical system. Random phase-only masks M1 and M2 are placed, respectively, in the input plane and Fresnel domain, however it can be straightforward to apply other transform domains [8] , [18] in the proposed optical system. Here, M 1 ðx ; y Þ and M 2 ð; Þ, respectively, denote phase-only masks M1 and M2, randomly distributed in a range of ½0; 2. In the proposed optical system, the encoding process is described by
Theoretical Analysis
where ðx ; y Þ, ð; Þ and ð; Þ, respectively, denote coordinates of the input plane, phase-only mask (M2) plane and CCD plane, Oðx ; y Þ denotes an input image (8 bits and 512 Â 512 pixels), Ið; Þ denotes the encoded image (i.e., ciphertexts) after data compression, denotes the laser wavelength, d 1 and d 2 denote axial distances, j j denotes modulus operation, and FrT denotes free-space wave propagation [28] . Since the compression method is applied, only two quantization levels, i.e., 0 and 1, are available. The threshold can be flexibly adjusted [29] , and histogram equalization [30] is one effective and applicable approach. In conventional optical methods, interference principle, such as off-axis and in-line holography [1] - [3] , [5] - [7] , [25] , is usually employed for optical encoding. In this study, single-shot coherent imaging is applied without reference wave, and there are several remarkable characteristics, such as simple setup and robustness to external vibrations. For the decoding, an iterative phase retrieval algorithm based on modified Gerchberg-Saxton algorithm [31] is developed and applied. Let O ðnÞ ðx ; y Þ denote the estimated input image at the nth iteration ðn ¼ 1; 2; 3; . . . ; NÞ, and the initially estimated plaintext is randomly distributed in a range of ½0; 2. In the proposed optical system, only one binary diffraction intensity pattern, i.e., ciphertext, is available, and the decoding process consists of following steps: 1) Propagate forward to the CCD plane:
2) A constraint with binary diffraction intensity pattern Ið; Þ is applied to update amplitude part of complex amplitude O ðnÞ ð; Þ:
3) Propagate back to the input plane:
where FrT ;Àd 1 and FrT ;Àd 2 denote wave back-propagation [28] , asterisk denotes complex conjugate, andÔ ðnÞ ðx ; y Þ denotes the updated wavefront related to the input image. After Eqs. (3)- (5) are implemented, iterative error is defined and calculated to judge whether the iterative process can be stopped.
If the calculated iterative error is still larger than a preset threshold ð"Þ, amplitude part of the updated complex amplitudeÔ ðnÞ ðx ; y Þ [see (5) ] is used as a new estimate for the next iteration ðn ¼ n þ 1Þ, i.e., replacing O ðnÞ ðx ; y Þ in (3) with jÔ ðnÞ ðx ; y Þj. The aforementioned iterative process is implemented until the preset threshold is satisfied. Once the iterative process is completed, amplitude part of the finally updated wavefront [i.e., jÔ ðNÞ ðx ; y Þj] is considered as a decoded image O 0 ðx ; y Þ. An evaluation function [3] , [12] is applied to evaluate quality of the decoded image, and correlation coefficient (CC) is applied here and calculated by
where cov denotes cross-covariance, and denotes standard deviation. For brevity, the coordinate ðx ; y Þ is omitted in (7). Since only one binary diffraction intensity pattern is available for the decoding, the decoded images do not visually render the input information. Even when a low-pass filter [32] is applied to process the amplitude part of complex-valued wavefrontÔ ðnÞ ðx ; y Þ [see Eq. (5)] during the iterations, no information related to input image can be directly observed from the decoded images (see results in Section 3). Here, optical verification based on nonlinear correlation algorithm [4] , [25] - [27] , [33] is applied to authenticate the decoded images, and the verification function is described by
where NCðx ; y Þ denotes the generated nonlinear correlation map; FT and IFT, respectively, denote Fourier transform and inverse Fourier transform [25] - [27] , and p denotes the strength of applied nonlinearity [25] - [27] . Here, the parameter p is set as 0.30. It should be emphasized that different from conventional optical encoding methods [1] - [3] , [5] - [10] , major objective of the proposed optical system is to conduct information verification based on optical encoding system rather than to clearly observe the input image during optical decoding. In practice, the original input image can be stored in the separated or remote database [34] , and only one interface is given for the receiver to conduct the verification without direct disclosure of original input image [34] . A flow chart is shown in Fig. 2 to clearly illustrate the optical encoding, decoding, and verification processes described previously.
Results and Discussion
The schematic setup shown in Fig. 1 is numerically conducted to show feasibility and effectiveness of the proposed method. The collimated plane wave is generated by combination of a pinhole and lens, and light wavelength is 630.0 nm. The phase-only masks M1 and M2 as shown in Fig. 3(a) and (b) are randomly distributed in a range of ½0; 2, respectively placed in the input plane and Fresnel domain. Application of other transform domains [8] , [18] can be straightforward for the proposed optical system. Axial distances d 1 and d 2 are 15.0 cm and 25.0 cm, respectively. During optical encoding, only one binary diffraction intensity pattern, i.e., each pixel containing either 0 or 1, is further generated as the ciphertext. In practice, the threshold can be flexibly designed and adjusted [29] , [30] , and Fig. 3(c) shows the encoded image, i.e., binary intensity pattern. Here, the threshold is equivalent to 3.7 times the average value of intensity pattern I o ð; Þ [see (1) ]. A small area has been enlarged as shown in Fig. 3(c) to clearly illustrate that only binary data are obtained. It is also illustrated in Fig. 3(c) that the diffraction intensity pattern Ið; Þ is highly compressed. Fig. 4(a) shows a relationship between the number of iterations and iterative errors (logarithm scale) during the decoding, when all keys are correctly applied. Here, the threshold ð"Þ used for Fig. 2 . Flow chart for schematically illustrating optical encoding, decoding, and verification processes based on the proposed optical system. denotes a multiplication operation. iterative phase retrieval algorithm is preset as 1:0 Â 10 À4 . It can be seen in Fig. 4 (a) that a rapid convergence rate, i.e., only 14 iterations, is achieved. Fig. 4(b) shows the correspondingly decoded image. The CC value for Fig. 4 
(b) is 5:75 Â 10
À2 . It is seen in Fig. 4 (b) that no information related to input image can be observed from the decoded image due to the designed optical encoding strategy using only one binary intensity pattern. This decoded image can be further verified by using nonlinear correlation algorithm, since it still contains some useful but invisible data related to original input image. Fig. 4(c) shows the generated nonlinear correlation distribution corresponding to Fig. 4(b) . Only one remarkable peak is obtained in the generated nonlinear correlation map, which means the decoded image being authentic. For the receivers, the decoding operation should be first implemented, and the decoded image can be compared and correlated with the original input image stored in the remote or separated database. It should be emphasized that in this case, only one interface should be designed to allow the verification operation for the receiver who also cannot directly see the original input image [34] . Due to this design, an additional security layer has been established for DRPE system.
Since information verification is developed based on optical encoding, system parameters, such as phase-only masks, distances, and wavelength, play an important role as those in conventional optical encoding systems [1] - [3] , [5] - [8] . Performance of these parameters is further analyzed here. Fig. 5(a) and (b) show the decoded images, when only phase-only mask M1 or M2 is wrongly used during the decoding, respectively. The CC values for Fig. 5(a) and (b) are À9:8 Â 10 À4 and À1:4 Â 10 À3 , respectively. Fig. 6(a) and (b) show the generated nonlinear correlation distributions corresponding to Fig. 5(a) and (b) , respectively. Noisy background is observed, which means that the receiver does not possess correct keys and he or she is not the authorized receiver. Similarly, when only axial distance (i.e., distance d 1 with an error of 1.0 cm) or wavelength (i.e., an error of 10.0 nm) is incorrectly applied during the decoding, noisy correlation distributions are also obtained as shown in Fig. 6 and 5:9 Â 10 À4 , respectively. It is worth noting that major objective of the proposed optical system is to conduct optical verification based on optical encoding system rather than to clearly observe the input image from the decoded images usually pursued in conventional optical encoding systems [3] . In practice, the encoded image should be transmitted to authorized receivers, and may be contaminated by some external influences, such as occlusion and noise. Here, system robustness against the contaminations is investigated. Fig. 7(a) shows the decoded image, when 25.0% pixels in the encoded image (i.e., binary diffraction intensity pattern) are occluded. The CC value for Fig. 7(a) is 4:37 Â 10 À2 . Fig. 7(c) shows the generated nonlinear correlation distribution corresponding to Fig. 7(a) . Fig. 7(b) shows the decoded image, when the encoded image (i.e., binary diffraction intensity pattern) is contaminated by random noise [signal-to-noise ratio (SNR) of 1.0]. The random noise [35] - [37] is additive to the encoded image, and is generated by ðfMean½Ið; Þg=SNRÞ Â W , where Mean denotes mean value and W is 2-D variable randomly distributed in a range of [À1.5, 1.5]. The CC value for Fig. 7(b) is 4:38 Â 10 À2 . Fig. 7 (d) shows the generated nonlinear correlation distribution corresponding to Fig. 7(b) . It is seen in Fig. 7(c) and (d) that the decoded images can still be correctly verified, and high robustness against contaminations is achieved in the proposed optical system.
Performance of the proposed method is further tested, when another input image (see the second one in inset of Fig. 1 ) is encoded based on the proposed optical system using the same parameters as those used for Fig. 4 . Fig. 8(a) shows the decoded image, when all keys are correctly applied during the decoding. Due to the designed optical encoding strategy using a binary intensity pattern, it is also illustrated that information related to the second input image cannot be clearly observed from the decoded image. Fig. 8(b) shows the corresponding nonlinear correlation map between that in Fig. 8(a) and the original input image (i.e., the first input image in inset of Fig. 1 ). As seen in Fig. 8(b) , only noisy background is generated in the nonlinear correlation distribution, and the proposed method possesses high discrimination capability. The tests have been done using a series of different grayscale input images, and similar results as those in Fig. 8(a) and (b) can be obtained.
It has been illustrated that when a low-pass filter [32] is applied to process the amplitude part of complex-valued wavefrontÔ ðnÞ ðx ; y Þ [obtained in (5) ] at the first several iterations, the quality of decoded image can be improved. Here, it is demonstrated that use of the low-pass filter still cannot result in the visibility of decoded images in the proposed optical system, since only one binary diffraction intensity pattern is available in this study. Fig. 9(a) shows a relationship between the number of iterations and iterative errors (logarithm scale) at the first iteration stage (i.e., with low-pass filter during the first several iterations), and Fig. 9(b) shows a relationship between the number of iterations and iterative errors (logarithm scale) at the second iteration stage (i.e., without filter). Fig. 9(c) shows the decoded image when all keys are correctly applied. The CC value for Fig. 9 (c) is 5:75 Â 10 À2 . It is seen in Fig. 9 (c) that the decoded image cannot visually render the input information, which still satisfies the major objective of this study. Fig. 9(d)   Fig. 7 . System robustness against the contaminations. (a) Decoded image obtained when some pixels in the encoded image (i.e., binary diffraction intensity pattern) are occluded, (b) decoded image obtained when the encoded image (i.e., binary diffraction intensity pattern) is contaminated by random noise, and (c) and (d) the generated nonlinear correlation distributions, respectively, corresponding to (a) and (b). shows the generated nonlinear correlation distribution corresponding to Fig. 9(c) . Only one remarkable peak is also observed, and the decoded image is effectively verified.
Conclusion
A method has been proposed for optically verifying the decoded images in the DRPE system based on single-shot imaging without reference wave using binary intensity pattern, and it is the first to report the use of only one 1-bit intensity pattern in the DRPE system for secured verification via optical image correlation. During optical encoding, the encoded image with only two quantization levels is obtained by using single-shot imaging without reference wave based on DRPE infrastructure. The computational results demonstrate that decoded images obtained by iterative phase retrieval algorithm do not visually render the input information due to the designed optical encoding strategy using a binary intensity pattern, and optical verification can be further applied to effectively authenticate the decoded images. 
